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The effectiveness of a test suite in detecting faults highly depends on the quality of its test oracles. Large
Language Models (LLMs) have demonstrated remarkable proficiency in tackling diverse software testing tasks.
This paper aims to present a roadmap for future research on the use of LLMs for test oracle automation. We
discuss the progress made in the field of test oracle automation before the introduction of LLMs, identifying
the main limitations and weaknesses of existing techniques. Additionally, we discuss recent studies on the use
of LLMs for this task, highlighting the main challenges that arise from their use, e.g., how to assess quality
and usefulness of the generated oracles. We conclude with a discussion about the directions and opportunities
for future research on LLM-based oracle automation.
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1 INTRODUCTION

Test oracles are an essential ingredient to the construction of effective tests [8]. Precisely automating
the generation of these oracles is a very challenging problem; it is akin to guessing the intention of
the developer who wrote the code. For that reason, the problem continues to attract strong interest
of the research community. Various techniques have been proposed to generate various kinds of
oracles that can be used in testing, including test assertions [18, 31, 52, 55, 78, 84], contracts [3, 5,
10, 19, 20, 24, 25, 49-51, 75, 79, 85] (such as pre/postconditions and invariants), and metamorphic
relations [6, 12, 13, 26, 47, 56, 71, 90], for example. Intuitively, these approaches leverage some
artifact related to the SUT (e.g., documentation, code comments, code, execution traces) and then
derive oracles consistent with those artifacts. For example, TOGA [18] uses source code of a given
test sequence and a focal method (i.e., method under test) to infer test assertions; MeMo [12] extracts
metamorphic relations by analyzing natural language comments in the source code; Daikon [20]
and related tools [49, 51, 75] observe the behavior of the SUT from execution traces (e.g., traces
obtained with the execution of tests) to infer likely invariants, e.g., class invariants and pre- and
post-conditions. Despite all these efforts, the quest to generate tight approximations of the ground-
truth oracle remains. As recently pointed by Hossain et al. [32] in a critical study about TOGA [18],
more work is needed to increase precision and recall of existing approaches.

Large Language Models (LLMs) have been revolutionizing Artificial Intelligence (AI) recently.
LLMs are trained on immense amounts of data and achieve impressive results in several domains.
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LLMs have shown useful to solve various problems in software testing [82], including automated
program repair [21, 36, 87] and automated test generation [42, 63, 66]. Researchers have also started
to explore the use of LLMs to generate test oracles, mainly in the form of test assertions [31, 53, 55,
78]. Although the initial results are promising, showing that generated assertions can improve test
coverage [78] and some lexical/functional metrics [55], there are still aspects of LLM-generated
oracles that need to be further explored.

This paper presents a roadmap to address the most significant challenges and opportunities that
arise from the use of LLMs for this task. Concretely, we make the following contributions:

e we review the literature on test oracle automation before the introduction of LLMs, covering
the generation of oracles that go beyond test assertions, such as contracts or metamorphic
relations, identifying the challenges that remain important (Section 2);

e we review the recent advances on the use of LLMs for oracle generation, discussing their
main contributions in terms of the types of oracles they generate, how they use the LLMs,
and the primary sources of information employed to interact with the models (Section 3);

o we identify the most important challenges that arise from the use of LLMs for the specific
task of oracle automation (Section 4);

e we share future directions and opportunities that the software engineering community
should consider to address the identified challenges, exploiting the potential of LLMs for
automatically deriving oracles (Section 5).

Among the main challenges that arise from the use of LLMs for test oracle automation, we include
the need of more precise evaluation metrics and practices to assess the quality and usefulness (in
terms of bug finding capabilities) of the generated oracles, as well as challenges related to the data
used to interact with the LLMs. We also discuss how inherent challenges of LLMs, such as data
leakage, dataset bias, and reproducibility, can impact LLM-based oracle generation.

Future directions and opportunities to address the identified challenges includes the develop-
ment of new evaluation metrics and practices to more precisely assess oracle quality, studying
and advancing bug finding capabilities of the generated oracles, and exploring novel LLM-based
approaches including the use of LLM-as-a-Judge and LLM-based multi-agent approaches. Finally,
we also discuss opportunities to propose novel mechanisms to interact with the LLMs and the
creation of new datasets to enable the training of specialized LLMs and to mitigate dataset biases
and data leakage issues. These future directions and opportunities represent promising avenues for
future research and innovation in the field test oracle automation.

2 TEST ORACLE AUTOMATION BEFORE LLMS

The automated generation of test oracles has been a topic of interest in the software testing
community for several years, leading to development of various approaches to automatically derive
oracles either through static or dynamic techniques. Static techniques are capable of inferring
oracles without executing the SUT, extracting information by analyzing the SUT’s artifacts, such
as the source code, comments, documentation, etc. Dynamic approaches, on the other hand, derive
the oracles by observing the behavior of the SUT during execution, typically starting from a set of
test cases representing concrete scenarios.

In this section, we discuss the main existing approaches for inferring oracles that do not rely
on LLMs. We focus on the most common types of oracles, including test assertions, contracts and
metamorphic relations. Test assertions are statements included in test cases, that check the expected
behavior of the SUT in a specific scenario, and are typically expressed as code. Contracts [48] are
logical constraints on a specific software element (method, class, etc.), and are usually captured
in the form of pre- and post-conditions for methods, or representation invariants for classes. As
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// Check that after the // Push an element to the stack // Check the MR stating
// push operation the // Contract: // that pop reverts the push
// stack is not empty // G@post: elems[size-1] = e // operation.
@Test public void push(E e) { public void checkMR(Stack s1) {
public void testPush() { if (size == elems.length) { Stack s2 = sl.clone();

Stack s = new Stack(); ensureCapacityQ; s2.push(2);

s.push(1); } s2.popQ);

s.push(2); elems[size++] = e;

assert !s.isEmpty(); assert elems[size-1] == e; assert sl.equals(s2);
} } }

(a) Test assertion. (b) Contract (postcondition). (c) Metamorphic relation.

Fig. 1. lllustration of the most common types of oracles on a simple stack example. Figure (a) shows a test
assertion that checks that a stack is not empty after two push operations; Figure (b) shows a contract for
the push method, stating that the last element pushed to the stack is the one that is expected; and Figure
(c) shows a method that checks a metamorphic relation stating that the pop operation reverts the push
operation for any given stack.

opposed to test assertions, contracts are not specific to a particular test case, but rather express
properties that must hold for any execution. Finally, metamorphic relations express domain-specific
properties of multiple executions of the SUT [68], and, compared to test assertions and contracts,
they are more general oracles. Figure 1 shows examples of these three types of oracles where the
SUT is a simple stack class. Figure 1(a) shows a test assertion stating that after two push operations
the stack should not be empty; Figure 1(b) shows a postcondition for the push method, checking
that the last pushed element is the expected one; and Figure 1(c) shows a metamorphic relation
which states that the pop operation reverts the push operation.

2.1 Existing Approaches

2.1.1 Static Techniques. Several static techniques have been proposed for inferring different kinds
of oracles. These approaches derive the oracles from different sources of information, such as
comments accompanying the code [10, 12, 25], natural language documentation [52], or the source
code itself [18, 84]. For example, Jdoctor [10, 25] is a technique that, starting from Javadoc comments
uses a combination of pattern, lexical, and semantic matching to extract oracles in the form of
executable procedure specifications. Other techniques such as MeMo [12] and CallMeMaybe [11]
also use code comments, but for inferring metamorphic relations and method sequences respecting
temporal contraints, respectively. More recently, TOGA [18] proposes a neural method that is
capable of inferring assertion and exception oracles from the source code of a target test and a
focal method (method under test). Assertion oracles are essentially test assertions, while exception
oracles are oracles that state whether an exception is expected or not. Similarly, ATLAS [84] uses
a recurrent neural network to produce assertion oracles from a test prefix and a unit under test.
Differently from TOGA, ATLAS only targets test assertion oracles, without considering exceptional
oracles. The main advantage of all these static techniques is that they do not require the execution
of the SUT, being therefore faster and more scalable than dynamic techniques. However, they
do so at the cost of accuracy. For instance, techniques based on code comments may produce
inaccurate results if existing comments are not precise, which is very common due to the inherent
ambiguity of natural language. Moreover, recent studies have shown that even techniques based
on the state-of-the-art neural approaches have accuracy limitations, generating assertion oracles
with high percentages of false positives and producing weak true positive oracles [32].
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2.1.2  Dynamic Techniques. Dynamic approaches observe executions of the SUT and propose
candidate oracles that are validated on the observations. Candidates oracles that are not consistent
with the observations are discarded, otherwise, they are maintained and reported to the user.

Regression Assertions. The most simple dynamic techniques execute a given test case and
then produce test assertions capturing some property of the execution result. This is the kind of
mechanism used by mature automated test generation tools like EvoSuite [22] or Randoop [58]
to incorporate test assertions oracles on the generated test cases. In the case of EvoSuite [22], the
search-based approach used to generate test cases also prioritizes test assertions that maximize the
detection of artificial seeded faults (mutants).

Likely Invariants. Many of the proposed dynamic techniques have focused on deriving more
general types of oracles, such as contracts (like pre/postconditions or invariants). For instance,
Daikon [20] is a well-known tool for inferring likely invariants using a template-based approach.
Starting from a given set of test cases, Daikon maintains a set of candidate invariants that are instan-
tiated and evaluated by executing the tests to determine the validity of the invariants on specific
program points (e.g., method preconditions, method postconditions). Similarly, SpecFuzzer [49], a
more recent technique built on top of Daikon, uses grammar-based fuzzing to efficiently gener-
ate thousands of candidate oracles, augmenting the set of invariants considered by the dynamic
invariant detection process of Daikon. Other approaches, like EvoSpex [51] and GAssert [75],
employ evolutionary computation (e.g., classic genetic algorithms or co-evolutionary algorithms)
to produce candidate postcondition assertions that are again evaluated with respect to a set of test
cases, usually provided by the user. Finally, machine learning techniques have also been used to
capture properties typically expressed in class invariants [50, 79].

Metamorphic Relations. Dynamic techniques focusing on metamorphic relations have also
employed similar strategies [6, 26, 56, 90]. For example, SBES [26] runs a search algorithm in order
to discover metamorphic relations by identifying different SUT method executions that lead to the
same result. More recently, MemoRIA [56] employs a combination of abstractions, grammar-based
fuzzing, runtime checking and sat-based analysis to infer metamorphic relations in the form of
conditionally equivalent method sequences.

2.2 Limitations and Weaknesses

Despite the significant progress made by these techniques, they still exhibit limitations and weak-
nesses in several aspects, that hinder their practical application.

Accuracy. This is perhaps the most critical weakness of existing techniques for oracle automation,
as they often produce oracles that exhibit deficiencies. Oracle deficiencies allow to measure the
quality of an oracle, by analyzing the presence of false positives and false negatives [35]. Intuitively,
a false positive is a correct and expected program state for which the oracle is false, i.e., a false alarm.
A false negative is an incorrect and unexpected program state for which the oracle is true, i.e., a
missed fault. While false negatives are more tolerable, as one can still fix the oracle to improve its
fault detection capability, false positives are more critical, as they can lead to false alarms resulting
in unnecessary debugging efforts.

Though existing techniques have shown to be able to produce oracles with high fault detection
capabilities, typically measured using mutation testing [60], they still exhibit high false positive
rates. For instance, the static state-of-the-art neural approach TOGA can generate assertion oracles
with up to 47% false positives [32]. The evaluation of dynamic techniques also shows that they
often produce oracles with a significant number of false positives [3, 49, 51], representing up to 20%
of the generated oracles.

Utility. Accuracy limitations have a direct impact on the utility of the oracles produced by the
techniques, raising concerns about the practical usefulness of the tools [32] As existing techniques
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can produce false alarms, as it is evident from their own evaluation and other reproducibility
studies, it is not clear how much effort would be required by users to fix the false alarms. Moreover,
the lack of studies evaluating the actual bug finding capabilities of the generated oracles, which is
a more realistic measure of the utility of the oracles, poses doubts on the practical usefulness of the
automatically derived oracles.

Applicability. Static techniques inferring oracles from code comments [10, 12] or natural
language documentation [52] can be very efficient, but its application is limited to very well
documented and mature software projects. Dynamic techniques, on the other hand, typically
require a set of test cases to observe the behavior of the SUT, which can be a limitation for projects
with poor or inexistent test suites. Though in these case automated test generation tools may be
used to generate the required test cases, the oracle inference process becomes dependent on the
quality of the generated test cases. Finally, existing techniques may also be limited on the kind of
inputs they can handle (e.g., this is the case of MemoRIA [56], which is limited to stateful classes).

Expressivity. Expressiveness limitations are present in techniques that focus on inferring very
specific properties (e.g., Daikon [20] through its template-based approach) or other approaches that
infer oracles using specific formalisms, thus inheriting the limitations of the associated language.
For instance, GAssert [75] and EvoSpex [51] use languages that target specific kinds of constraints
such as logical and arithmetic constraints (without quantified expressions) in the case of GAssert
and object navigation constraints (only very simple logical and arithmetic operators are supported)
in the case of EvoSpex.

3 LLMS FOR ORACLE AUTOMATION

LLMs have shown a surprisingly good performance in various software engineering tasks, notably
in software testing. The systematic literature review by Wang et al. [82] provides a comprehensive
overview regarding how LLMs have been utilized for software testing, including the most commonly
utilized LLMs, how they are used and the inputs provided to the models.

In this section, we discuss the most recent studies using LLMs to directly generate test oracles or
that generate them as part of a broader test generation process. In total, we identified 37 studies that
use LLMs for this purpose, including 20 that specifically address test oracle generation. All these
studies are listed in Table 1. Differently from Wang et al. [82], we focus our analysis on the kinds
of oracles that techniques produce, how techniques use the LLMs for the oracle generation task,
and the primary sources of information employed to instruct the models to generate the oracles.

3.1 Kinds of Oracles

Existing studies using LLMs for test oracle automation focus on different types of oracles, including
unit test assertions, likely invariants, metamorphic relations, and exceptional oracles. Among the 37
studies we analyzed, 29 of them (~78%) focus on unit test assertions, 3 (~8%) of the studies focus on
generating likely invariants, such as pre- and postconditions and class invariants, 4 (~11%) studies
generate oracles in the form of metamorphic relations, and only one study focuses on exceptional
oracles.

The generation of test assertions via LLMs is the most covered type of oracle in the literature,
mainly due to the fact that they are the most common type of test oracles used in software testing.
There are currently 13 studies addressing the specific task of test assertion generation through the
development of new LLM-based techniques [18, 28, 31, 53, 78, 81, 84], the use of state-of-the-art LLMs
to assess their performance in generating test assertions [30, 40, 94], and other studies assessing
the adequacy of evaluation metrics and practices [32, 45, 70]. Additionally, we found 16 studies that
generate unit test assertions as part of a broader test generation process [2, 9, 16, 17, 54, 55, 57, 59, 62—
64, 66, 74, 77, 91, 96], including the specific task of test completion [55].
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Table 1. Collected studies using LLMs for test oracle automation.

Target Oracles Paper Year  Ref.
Unit test assertions Generating Accurate Assert Statements for Unit Test Cases using Pretrained Transformers 2020  [78]
Unit test assertions On Learning Meaningful Assert Statements for Unit Test Cases 2020 [84]
Unit test assertions Unit Test Case Generation with Transformers 2020 [77]
Unit test assertions TOGA: A Neural Method for Test Oracle Generation 2022 [18]
Unit test assertions Learning Deep Semantics for Test Completion 2023 [55]
Unit test assertions Neural-Based Test Oracle Generation: A Large-Scale Evaluation and Lessons Learned 2023 [32]
Unit test assertions An Empirical Evaluation of Using Large Language Models for Automated Unit Test Generation 2023 [66]
Unit test assertions CAT-LM Training Language Models on Aligned Code And Tests 2023 [63]
Unit test assertions Assessing Evaluation Metrics for Neural Test Oracle Generation 2023 [70]
Unit test assertions Towards More Realistic Evaluation for Neural Test Oracle Generation 2023 [45]
Unit test assertions A3Test: Assertion-Augmented Automated Test Case Generation 2023 [2]

Unit test assertions Unit Test Generation using Generative Al : A Comparative Performance Analysis of Autogeneration Tools 2023 [9]

Unit test assertions Effective Test Generation Using Pre-trained Large Language Models and Mutation Testing 2023 [17]
Unit test assertions Retrieval-Based Prompt Selection for Code-Related Few-Shot Learning 2023 [53]
Unit test assertions TOGLL: Correct and Strong Test Oracle Generation with LLMs 2024 [31]
Unit test assertions ChatUniTest: A Framework for LLM-Based Test Generation 2024 [16]
Unit test assertions Do LLMs generate test oracles that capture the actual or the expected program behaviour? 2024 [40]
Unit test assertions An Empirical Study on Focal Methods in Deep-Learning-Based Approaches for Assertion Generation 2024 [30]
Unit test assertions Multi-language Unit Test Generation using LLMs 2024 [59]
Unit test assertions Evaluating and Improving ChatGPT for Unit Test Generation 2024 [91]
Unit test assertions Large-scale, Independent and Comprehensive study of the power of LLMs for test case generation 2024 [57]
Unit test assertions Exploring Automated Assertion Generation via Large Language Models 2024 [94]
Unit test assertions Deep Multiple Assertions Generation 2024 [81]
Unit test assertions TDD Without Tears: Towards Test Case Generation from Requirements through Deep Reinforcement Learning 2024 [74]
Unit test assertions Code-Aware Prompting: A study of Coverage Guided Test Generation in Regression Setting using LLM 2024 [64]
Unit test assertions CoverUp: Coverage-Guided LLM-Based Test Generation 2024 [62]
Unit test assertions CasModaTest: A Cascaded and Model-agnostic Self-directed Framework for Unit Test Generation 2024 [54]
Unit test assertions Advancing Bug Detection in Fastjson2 with Large Language Models Driven Unit Test Generation 2024 [96]
Unit test assertions ChatAssert: LLM-Based Test Oracle Generation With External Tools Assistance 2025 [28]
Metamorphic Relations ~ Can ChatGPT advance software testing intelligence? An experience report on metamorphic testing 2023 [47]
Metamorphic Relations ~ Automated Metamorphic-Relation Generation with ChatGPT: An Experience Report 2023 [95]
Metamorphic Relations ~ Towards Generating Executable Metamorphic Relations Using Large Language Models 2024 [71]
Metamorphic Relations ~ MR-Adopt: Automatic Deduction of Input Transformation Function for Metamorphic Testing 2024 [89]
Invariants Can Large Language Models Transform Natural Language Intent into Formal Method Postconditions? 2023 [19]
Invariants Can Large Language Models Reason about Program Invariants? 2023 [61]
Invariants Impact of Large Language Models on Generating Software Specifications 2023 [88]
Exceptional oracles Generating Exceptional Behavior Tests with Reasoning Augmented Large Language Models 2024 [93]

We identified only 8 studies inferring other types of oracles than test assertions. Among them,
there are 3 studies that focus on generating likely invariants covering the use of LLMs to translate
natural language intent to method postconditions [19], the generation of pre/postconditions from
code comments or documentation [88], and the inference of likely invariants (including class
invariants, pre/postconditions, loop invariants, etc) from source code [61]. In addition, there are 4
studies that use LLMs for deriving metamorphic relations, from requirements or system descrip-
tions [47, 71, 95] and from previous test cases [89]. Finally, there is only one study that employs
LLMs to generate exceptional behavior tests, where exceptional oracles are used [93] (i.e., oracles
checking whether the method under test throws an exception or not).

3.2 LLMs Usage Strategies

As for any other software testing task, LLMs for oracle automation can be used through different
strategies, which can be broadly categorized into two main groups: pre-training and/or fine-tuning
(PT/FT) and prompt engineering strategies.

Pre-training and/or Fine-tuning. Pre-training entails training the model on a broad distri-
bution of data to predict the subsequent token in a sequence. Conversely, during fine-tuning, the
weights of a pre-trained model are adjusted by retraining it on a designated dataset tailored for a
specific task. Prompt engineering, on the other hand, involves providing a prompt to the model
that guides it to generate the desired output.

Prompt Engineering. Among the prompt engineering strategies, zero-shot learning and few-shot
learning are the most common. Zero-shot learning simply involves asking the model to generate
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Fig. 2. Distribution of strategies employed when using LLMs to generate unit test assertions, likely invariants,
metamorphic relations, and exceptional oracles. PT/FT stands for pre-training and/or fine-tuning, while all
the other strategies (Zero-shot to ToT) are based on prompt engineering. Note that some studies use more
than one strategy.

the results for a particular task, while few-shot learning involves prompting the model with a few
examples of the task to be performed. More sophisticated prompt engineering strategies include
Chain-of-Thought (CoT) and Tree-of-Thoughts (ToT). In the CoT strategy, intermediate reasoning
steps are included in the prompt, while in the ToT strategy, which is built on CoT, a systematic
exploration through a "tree" of reasoning steps is used, also integrating search algorithms. Though
there are recent studies proposing novel prompting strategies such as Guided Tree-of-thoughts
(GToT) [57] and SymPrompt [64], they are specifically designed for test generation.

Figure 2 shows the distribution of strategies employed when using LLMs to generate different
types of oracles. Considering all the studies, we found 16 studies using pre-training and/or fine-
tuning to generate oracles. The remaining 21 studies use some kind of prompt engineering approach,
ranging from zero-shot learning to more sophisticated strategies. Below we discuss how these
strategies are employed for each type of oracle.

3.2.1 Unit Test Assertions. The generation of unit test assertions with LLMs is the most studied
oracle generation task in the literature. For assertion generation, pre-training and/or fine-tuning
models is the more prevalent strategy. We found 14 studies using this approach, including studies
that develop new models [31, 55, 78, 81, 94]. A clear example of this approach has been proposed
by Tufano et al. [78], where a BART Transformer model [43] is pre-trained with a large corpus of
English text and Java code, and then fine-tuned on the task of generating assert statements for unit
test cases. Similarly, TeCo [55] fine-tunes the CodeT5 [83] and CodeGPT [46] LLMs specifically for
the test completion task (i.e., predict the next statement in a test case), which are then evaluated
for assert statement generation from the code under test (including the method under test), the
test method signature, and the prior statements before the assertion statement. More recently,
TOGGL [31] fine-tunes seven different code LLMs on the SF110 benchmark[23], involving various
combinations of LLMs and training strategies, outperforming the neural-based approach TOGA [18].
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The other 15 studies that are focused on assertion generation use the LLMs via prompt engi-
neering. Recent improvements achieved by state-of-the-art LLMs enable the use of such models
with very simple prompts. Nowadays, it is possible to use basic prompts to ask to a state-of-the-art
pre-trained model, such as GPT-4 [1] or Llama2 [76], to generate test assertions for a given test
case. For example, consider the test in Figure 3, which shows a very simple test case for a Stack
class, with a unique test assertion checking that the stack is not empty after three push operations
and one pop operation.

public void testPop() {
Stack<Integer> stack = new Stack<>(Q);
stack.push(2);
stack.push(3);
stack.push(5);
stack.popQ);
assertFalse(stack.isEmpty());

Fig. 3. A simple test for a Stack class.

If we provide the prompt “Extend the following Java test just with assert statements: + test-code”,
where test-code is the test testPop, ChatGPT with GPT-4 produces the following assertions:
assertEquals(5, poppedElement); // Verify the popped element
assertEquals(2, stack.size()); // Verify size after pop
assertEquals(3, (int) stack.peek()); // Verify the top of the stack is now 3
assertFalse(stack.isEmpty()); // Ensure the stack is not empty

checking that the popped element is 5, that the size of the stack is 2, that the top of the stack is 3,
and that the stack is not empty (ChatGPT edited the test to save the result of pop in the variable
poppedElement).

This simple zero-shot learning approach is present in several recent studies that generate as-
sertions [40, 57, 64, 70, 74, 96]. For instance, Konstantinou et al. [40] generate test assertions with
GPT-3.5 using the prompt instruction “You are a professional who writes Java test methods in JUnit4
and Java 8. Given the previous data, generate 5 possible assertions. Answer with only 5 assertions.”
together with other information such as the class under test, the method under test and the test
prefix. Similarly, Shin et al. [70] also use GPT-3.5 through a basic query to suggest a single line
oracle given a test prefix and a focal method. The complexity of the prompts can vary when using
a zero-shot strategy, including the use of multiple prompts in several stages [9, 17, 59, 62, 66, 91].
This is the case of the study by Yuan et al. [91], where GPT-3.5 is utilized by first using an intention
prompt that helps the model to understand the focal method under analysis, and then using a
generation prompt, which instructs the model to generate a unit test containing test assertions.

The use of more elaborated prompting strategies is less frequent. The few-shot learning strategy,
where the model is prompted with a few examples of the task to be performed, is used in 7
studies [17, 53, 54, 57, 59, 62, 96]. For instance, CasModaTest [54] is a model-agnostic unit test
generation framework that includes an assertion generation step using a few-shot strategy. After
generating a test prefix, CasModaTest prompts the LLM with the instruction “Your task now is to
generate a test assertion to replace the <OraclePlaceHolder> in UNIT_TEST” and including five
examples of the corresponding assertion for a given unit test and focal method signature. Though
this component in CasModaTest is specifically designed for assertion generation, the majority
of the studies using few-shot are intended for test generation. The study by Nashid et al. [53] is
the only one that specifically targets assertion generation. They propose a technique for prompt
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creation based on embedding or frequency analysis, that can achieve an exact match rate of 76% in
test assertion generation.

Additionally, a few studies use more sophisticated prompting strategies. CoT is employed in
3 studies [16, 57, 96] while ToT is used in 1 study [57]. For instance, the study by Ouédraogo et
al. [57], which explores these various of these prompt engineering methods to adapt LLMs for
unit test generation, found that generating tests with GPT-4 using CoT seem to reduce test smells
related to assertion roulette (multiple assertions included in the same test without a clear purpose).
Finally, though the novel prompting strategies GToT [57] and SymPrompt [64] have been proposed
in recent studies, their actual impact on the generated assertions has not been evaluated.

3.2.2  Likely Invariants. The use of LLMs for inferring likely invariants has been less explored.
The 3 studies we found use some kind of prompt engineering [19, 61, 88]. For instance, Endres
et al. [19] define a zero-shot prompt template to instruct chat-based LLMs (GPT-3.5, GPT-4 and
StarCoder) to generate postconditions expressed as program assertions. The prompt, which asks
the model to generate a symbolic postcondition consisting of exactly one assert statement, includes
the focal method implementation and its natural language description. This approach is able to
generate corresponding postconditions for 96% of the problems in the EvalPlus benchmark [44], and
performs better than oracles generated with tools like TOGA [18] and Daikon [20]. Similarly, Xie
et al. [88] employ a few-shot prompt strategy to generate pre/postconditions from code comments
or documentation. In this case, the examples provided to the model are pairs of code comments
and the corresponding specifications, extracted from a previous study [10].

Pei et al. [61], besides using a simple zero-shot prompting used as a baseline, proposes fine-tuning
a pre-trained model to generate likely invariants. To do so, they fine-tune a Transformer model
on source code tagged with likely invariants generated with the Daikon tool [20]. The model is
fine-tuned to take as input the source code of a program and a target program point, and to generate
the likely invariants for the state at the provided point. This approach can achieve 86% precision
and recall, with better performance than Daikon, even when the set of available tests is limited.

3.2.3 Metamorphic Relations. We found 4 studies that explore the use of LLMs for generating
metamorphic relations [47, 71, 89, 95]. In all these cases, LLMs are used through prompt engineering
strategies. For instance, Luu et al. [47] have experimented using a two-step zero shot strategy to
generate metamorphic relations with GPT-4. The authors first clarify the target system with the
model, and then ask it to generate a set of unique metamorphic relations. Similarly, Zhang et al. [95]
use GPT-3.5 to generate metamorphic relations for autonomous driving systems via zero-shot
prompts such as “Give me five metamorphic relations (MRs) for testing the parking module of
autonomous driving systems (ADSs)”. These two approaches generate the metamorphic relations
in natural language, which demand further processing to be transformed into executable tests.
Using LLMs to generate executable metamorphic relations can be challenging, mainly because
of the domain-specific knowledge required to identify the relations, and the lack of well-defined
formalisms to express them. According to the literature [68], metamorphic relations are expressed
through some formalism that allows capturing the expected relationship between inputs and
outputs. Metamorphic relations are typically instantiated in a test case, where a source test (e.g.,
al = sort([1,3,2]))is executed, then a follow-up test (e.g., a2 = sort([2, 1, 3])) is executed, and finally
the relation is checked (al = a2) [69]. In this direction, Shin et al. [71] proposed a more elaborated
approach. Instead of directly asking the model to generate the relations, the technique uses OpenAI’s
GPT-3.5 and GPT-4 via a few-shot strategy to derive executable metamorphic relations from the
SUT’s requirements. To achieve this, the models are queried with successive prompts that guide
the model to perform simple steps, such as reading the requirements document, find the input and
outputs of the system, and writing the identified metamorphic relations in a specific format. Finally,
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the work of Xu et al. [89] proposes the use of LLMs to infer input transformations, which allow
to reuse metamorphic relations encoded in previous test cases. While the study is not inferring
new metamorphic relations, the input transformations can be used to generate follow-up tests that
preserve the metamorphic relation with respect to the source test. In this case, the authors employ
a Chain-of-Thought strategy, where the model is guided through a series of reasoning steps to
identify source and follow-up inputs, and then generate the transformations.

A simple approach that has not been explored yet for generating executable metamorphic rela-
tions via LLMs is to take advantage of existing test cases to generate follow-up tests that preserve
some relation with respect to them. For example, using the zero-shot prompt “Generate a follow-up
test that is equivalent to the following test + test-code” with the testPop test from Figure 3, GPT-3.5
produces a test with exactly the same operations, and two additional sentences:

stack.push(7);

stack.popQ);

The produced follow-up test is equivalent to the source test in the sense that both result in the
same stack, i.e., if we push an element and then pop it, the stack remains the same. Using both tests,
one could easily implement a new test to check the metamorphic relation, as in the example shown
in Figure 1(c).

3.24 Exceptional Oracles. In general, the generation of exceptional oracles is less explored in the
literature. We found only one study that uses LLMs to generate exceptional oracles [93] through
fine-tuning. Exceptional oracles are encoded within exceptional behavior tests, i.e., tests that check
that undesired events are properly captured and the adequate exceptions are thrown. In the study,
the authors propose ExLong, a fine-tuned LLM that automatically generate exceptional behavior
tests from a zero shot instruction prompt which includes the focal method and a target throw
statement.

3.3 LLMInputs

Figure 4 shows the various sources of information that have been used to build the prompts for the
LLMs. Notably, the focal method code, referring to the current method under analysis for which
the oracle is being generated, is the most common source of information, and is present in 30
studies (~81%). The majority of these studies (26) are focused on generating unit test assertions,
while others involve the use of the focal method to generate likely invariants (2), metamorphic
relations (1), and exceptional oracles (1). When inferring test assertions is very common to use as
input the focal method combined with the test prefix [2, 18, 30, 32, 45, 55, 78, 81, 84, 94]. To a lesser
extent, test assertions are generated using the focal method in combination with other sources
such as the focal class [16, 40, 54, 77], the focal method signature [31, 66], or natural language
documentation [9, 31, 40, 66]. For the less common types of oracles, we only found the use of the
focal method together with test prefixes for generating metamorphic relations [89] and combined
with documentation for inferring likely invariants [19] and exceptional oracles [93].

Other source of information that is frequently used is the test prefix, present in 19 studies (~51%).
Again, most of these studies infer test assertions, while only one study generates metamorphic
relations [89]. It is worth noting that the test prefix is always used in combination with other sources,
primarily with the focal method, as previously discussed, but also with the focal class [40, 59, 91]
and documentation [31, 40].

Natural language documentation is used as input for the LLMs in 10 studies (~27%). Similar to
the focal method, documentation has been used to generate all types of oracles, with a predomi-
nance in the generation of test assertions. Among the 10 studies, 6 of them use documentation to
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Fig. 4. Number of studies in which each source of information is used as part of the input to the LLM.

generate test assertions [9, 31, 40, 66, 74, 96], while the others focus on likely invariants [19, 88],
metamorphic relations [71] and exceptional oracles [93]. Most of the time the documentation is
used in combination with other sources, but there are studies that use documentation alone to
generate test assertions [74], metamorphic relations [71], and likely invariants [88].

The focal class is used with a similar frequency as the documentation, also present in 10 studies
(~27%). Interestingly, the focal class has only been used to infer test assertions, and in the majority
of the cases is used as a source of information that complements the focal method [9, 16, 40, 54,
57,59, 77, 91, 96]. There is, however, one study that explores the use of the focal class alone to
generate tests equipped with unit test assertions [57].

Finally, a few studies use other sources of information. Some studies generate test assertions
incorporating the focal method signature [31, 66] and a whole test suite [63], while others generate
metamorphic relations using system descriptions [47, 95], and requirements [71]. Independently
of the kind of oracle we are generating and the source of information we are using, it is evident
that LLMs have an enormous potential to assist in oracle automation. However, as we discuss in
the next section, the use of LLMs for this task not only inherits some limitations from previous
techniques that can affect the quality of the produced oracles, but also introduce new challenges
that need to be considered and addressed in future research.

4 CHALLENGES IN LLM-BASED ORACLE AUTOMATION

This section introduces the challenges in using LLMs for test oracle automation. To facilitate
reference, we label each challenge with a unique identifier, having the format C<number>.

4.1 Oracle Quality and Usefulness

The quality and utility of the generated oracles is a critical aspect that has a direct impact on the
effectiveness of the testing process.
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4.1.1 C1. Oracle quality assessment. Across the studies we reviewed, the quality of the generated
oracles is typically assessed by measuring accuracy in two ways: (1) exact-match rate, which is the
percentage of generated oracles that exactly match the expected oracles, and (2) the success rate,
which is the percentage of generated oracles that are correct with respect to a ground truth (another
oracle, a test case, etc.). The former has been used in studies generating unit assertions [18, 55, 78,
84, 94], invariants [61], and exceptional oracles [93]. The latter has also been used for assessing the
inference of unit assertions [31, 40], invariants [19, 88], and metamorphic relations [47, 71, 89, 95].

However, these metrics may not be enough to assess the quality of the generated oracles. The
exact-match rate is a lexical metric that does not consider the semantic equivalence between the
generated and expected oracles. Though this is acknowledged in most of the studies, it is important
to consider semantics for more precise assessments (an oracle may be correct even if it does not
exactly match the expected oracle). The success rate, on the other hand, presents the challenge
of generalizability, specially for general oracles like invariants and metamorphic relations. For
instance, measuring the success rate of postconditions with respect to a set of tests [19, 88] does
not guarantees that the inferred postconditions are correct for all possible inputs.

4.1.2 C2. Bug detection capabilities. . The usefulness of the inferred oracles in a practical setting,
such as bug finding, has not been extensively evaluated. Less than half of the studies we reviewed
have conducted empirical evaluations to assess the bug finding capabilities of the generated oracles.
Moreover, they typically do so through mutation analysis [60], by inserting artificial faults in the
code and then checking if the generated oracles can detect them. There are only 5 studies using real
world bugs to evaluate the bug finding capabilities of the generated oracles [18, 19, 81, 94, 96], where
the best performing approach can detect up to 64 bugs in the Defects4] benchmark [37]. Though the
mutation score (percentage of mutants detected in mutation analysis) is widely accepted as a good
indicator of fault detection capabilities [38], more work is needed to understand the actual utility
of LLM-generated oracles in practice. Considering that the commonly used Defects4] benchmark
includes more than 800 bugs, and that the best performing approach can detect only 64 bugs [19],
it is clear that the challenge of generating high-quality oracles that can effectively detect bugs in
real-world software is still open.

4.2 LLMs Data

Inferring oracles via LLMs requires data either (1) to build prompts or (2) to pre-train and/or
fine-tune corresponding models. The following sections discuss challenges related with the data.

4.2.1 C3. Data for prompt engineering. Zero-shot learning can be used to instruct a LLM to generate
an assertion from a test prefix provided as context [40, 57, 70]. Few-shot learning may be necessary
for more challenging tasks in oracle automation. For example, the user may need to provide input-
output examples to “explain” the LLM how to obtain postconditions or metamorphic relations from
input data [7, 19, 47, 95]. Likewise, using a chain-of-thought prompt design may be helpful to break
down complex tasks in smaller tasks. For example, Hayet et al. [28] requests LLM to first summarize
related classes before requesting the LLM to generate oracles involving those classes. Currently,
there are few studies using these prompting approaches for this kind of oracles [71, 88, 89]. More
research is needed to understand the impact of different prompting strategies on the quality and
usefulness of this kind of oracles.

4.2.2 C4. Data for pre-training and/or fine-tuning models. Pre-training and fine-tuning can also
be used to specialize the LLM for a given task and, consequently, improve its performance (Sec-
tion 3 elaborates on these mechanisms). These approaches require large amounts of curated data.
While for unit assertions there are large datasets available, which enabled the development of
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various techniques for assertion generation [18, 55, 78, 84, 94], curated datasets for invariants or
metamorphic relations are still scarce and can be challenging to obtain and maintain, specially to
properly represent scenarios that require domain-specific knowledge, e.g., to generate metamorphic
relations. For instance, the study by Pei et al. [61], which fine-tunes a model to generate Daikon-like
invariants, opens a promising direction for the specialized use of LLMs to generate broader oracles.

4.3 Results Reproducibility

4.3.1 C5. Use of closed-source models. Most of the existing studies utilizing LLMs for oracle
automation are based on closed-source models, such as OpenAI's GPT-3.5 and GPT-4. In our review,
we found that 21 studies (~60%) are using some of these models, which are frequently updated
or deprecated. These kind of changes on the way in which the models are accessed challenges
the reproducibility of the results, as previous the results of the studies may become obsolete or
impossible to replicate [65]. Notably, considering the studies we reviewed, 13 out of the 21 studies
using closed-source models mitigate this reproducibility threat by incorporating in the evaluation
open-source models like StarCoder, Llama2, Llama3 or CodeLlama [19, 63, 66, 88, 89]. This not only
enables some level of reproducibility, but also allow comparative analysis between different kinds
of models. It is also important to provide access to the defined prompts, the parameter settings
used to interact with the models, and the artifacts produced by the models, in order to increase
transparency and replicability.

4.3.2 Cé6. LLM output unpredictability. The unpredictability of LLMs outputs, i.e., the fact that the
same model can produce different outputs for the same input prompts when executed multiple
times, is another threat to reproducibility that should be considered. Thus, conducting multiple
runs and using variability metrics to assess this aspect is also important [65].

4.4 Dataset Bias

LLMs heavily depend on a large number of huge datasets for training and fine-tuning. For instance,
The Stack [39], a widely used dataset for training LLMs for software engineering tasks, contains a
one trillion tokens sourced involving more than 80 programming languages, GitHub issues, Git
commits, and Jupyter notebook. The quality, diversity, and quantity of these datasets can directly
affect the performance and generalizability of the models. Moreover, biases in the training data can
be inherited by the model, leading to biased or inaccurate predictions [33].

4.4.1 C7. Handling dataset biases. Dataset biases can also affect the quality of the oracles produced
by LLM-based approaches, and may present challenges for their generalization, as well as for
the automation of different kinds of oracles expressed in specific formalisms. Surprisingly, only 5
studies in our literature review either acknowledge potential dataset biases [18, 32] or take concrete
actions to mitigate the issue [30, 57, 66]. For instance, Schéfer et al. [66] and Ouédraogo et al. [57]
mitigate dataset biases by evaluating their approach on less popular packages and other repositories
that were not included in the model’s training. He et al. [30], on the other hand, propose a new
way of creating more precise datasets resembling real-world practices for DL-based assertion
generation, by previously revealing that existing approaches may be sensitive to focal methods.
Other mechanisms to mitigate dataset biases may include the elimination of duplicated data while
trying to increase the diversity and uniqueness of the data [33].

The low number of studies addressing potential dataset biases in the context of LLM-based oracle
automation suggests that more research is needed to minimize the risks of biases.
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public void testSearch() {
final ArrayStack<E> stack = makeObject();
stack.push((E) "First Item");
stack.push((E) "Second Item");
// Test searching for existing elements
assertEquals(2, stack.search("First Item")); // First Item is at index 2 from the top
assertEquals(l, stack.search("Second Item")); // Second Item is at index 1 from the top

// Test searching for non-existing element
assertEquals(-1, stack.search("Non-existing Item")); // Non-existing Item is not found in
the stack

Fig. 5. Test from Defects4), and the assertions produced by ChatGPT-3.5.

4.5 Oracle Leakage

4.5.1 C8. Oracle leakage. Data leakage issues are particularly relevant for LLM-based oracle
automation, specifically during the evaluation of these approaches. As LLMs are trained on very
large amounts of data, often including publicly available code from GitHub [15], there is a risk that
the model has memorized some code samples from the training data [34]. Thus, when evaluating
LLM-based techniques for oracle automation, it is important to pay special attention to the data
used in the evaluation of the techniques, as we may end up obtaining oracles that are not actually
created by the model, but rather replicated from the training data.

To illustrate this issue, let us consider Defects4] [37], one the most widely-adopted benchmarks
in software testing research. Many of the projects involved in Defects4] are publicly available on
GitHub. Thus, evaluating LLM-based oracle generation techniques on Defects4] can clearly lead to
oracle leakages, and make the LLM provide accurate oracles just because they are a copy of the
oracles from the training data. Figure 5 shows an example of a test prefix (i.e., the first part of a
test without the assertions) from the Apache Commons Collections project in Defects4], available
in revision 7c99c62 of the project repository!, and the test assertions generated by ChatGPT-3.5.
With the prompt “Complete the following Java test with test assertions: + test-code”, ChatGPT-3.5
produces exactly the same assertions as in the original test case, with the sole difference that natural
language messages to explain the expected behavior are included.

Compared to the dataset bias issue, the oracle leakage problem is more addressed in the literature,
with near half of the studies we reviewed acknowledging or mitigating the issue. The most common
action to mitigate the problem is to ensure that the evaluation data is not included in the training
data [2, 40, 55, 57, 64, 77, 89, 94], often using datasets containing code produced after the models
training, such as the GitBug-Java benchmark [73], which is after the cut-off date of the training data
of most of the notable LLMs, including OpenAI models. Other concrete actions include normalizing
method names [18], measuring the similarity or distance between the generated output and existing
data [66, 91], and generating the oracles from different program versions [45]. Additionally, other
actions could include the use of evaluation data from multiple sources, as recommended by Sallou
et al. [65]. SourceForge projects are potentially a good source of data for evaluation, as they have
been shown that LLMs can have a worse performance on them compared to GitHub projects [72].

It is worth to note that this issue is more critical when inferring unit test assertions compared
to other kind of oracles, as they are more likely to be found in the training data. The concern is
partially mitigated by the task itself when inferring oracles such as invariants and metamorphic

Ihttps://github.com/apache/commons-collections
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relations, as these kind of oracles are rarely found in source code, specifically when trying to
generate them in specific and less-common formalisms.

5 FUTURE DIRECTIONS AND OPPORTUNITIES

We provide a roadmap for future research on LLM-based oracle automation, covering opportunities
for addressing the main challenges and limitations of existing techniques, as well as for developing
more reliable and effective LLM-based techniques.

5.1 Assessing Oracle Quality (C1)

5.1.1 Use of semantic metrics. Deriving accurate oracles is crucial for obtaining high-quality test
suites, that can effectively detect faults in the SUT. LLMs have shown a great potential for extracting
oracles that are accurate mainly in terms of exact-match rate and success rate, as discussed in
Section 4.1. Related to these metrics, there are clear opportunities for future research to develop
more precise evaluation techniques. The exact-match rate is a lexical metric that does not consider
the semantic equivalence between the generated and expected oracles. Indeed, there has been shown
a low correlation between textual similarity metrics and semantic metrics such as line coverage
and mutation score [70]. Thus, exploring other semantic metrics such as checked coverage [67],
the ability to detect the same set of bugs, or even analyze the logical equivalence between the
generated and expected oracles could provide a more adequate measure of the accuracy of the
LLM-produced oracles, and is an opportunity for future research.

5.1.2  lterative refinement. The success rate is a metric measured with respect to a ground truth,
which may be limited and lead to false positives or negatives. For instance, Endres et al. [19]
measure the success rate with respect to a set of tests, which does not guarantee that the inferred
postconditions are correct for all possible inputs. Though this is an issue that affects oracle automa-
tion techniques in general, it has not been extensively explored, being an opportunity for future
research. For instance, OASIs [35], which uses evolutionary computation to search for false posi-
tives and negatives in assertion oracles, could be used in combination with LLM-based techniques
to iteratively refine the oracles until no more deficiencies are detected, as done in GAssert [75].
Moreover, other oracle deficiencies detection techniques could be developed, possibly based on
other metrics (e.g., checked coverage), to provide more guarantees on the quality of the oracles.

All these techniques reporting oracle deficiencies can be integrated into a pipeline in which
the LLM-generated oracles are subjected to an assurance process, and iteratively improved. This
is the idea behind the Assured LLM-based Software Engineering (Assured LLMSE) framework
proposed by Alshahwan et al. [4], which aims to provide guarantees on the output produced by
LLMs used for software engineering tasks. Figure 6 shows an overview of how Assured LLMSE
could be applied to LLM-based oracle generation, where the LLM-produced oracles are subjected
to an assurance process, possibly looking for oracle deficiencies, and then refined until no more
deficiencies are detected. The assurance process can also provide information to re-prompt the
model with those oracles that do not pass the process.

5.2 Advancing Bug Finding Capabilities (C2)

The ultimate goal of test oracle automation is to produce strong and precise oracles that can increase
the bug finding capabilities during the testing process.

5.2.1 Empirical studies on bug finding. The fact that the ability of LLM-generated oracles to detect
real bugs (such as those in Defects4]) has not been extensively evaluated, and the relatively low
effectiveness in the best performing approach [19], opens an opportunity for future research. Large-
scale empirical studies on widely used open source projects could be conducted to evaluate the
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Fig. 6. A workflow for Assured LLM-based Oracle Generation.

performance of inferred oracles to find failures that reveal the presence of unexpected behavior in
the SUT. Moreover, as most of the recent studies only analyze the detection of Defects4] bugs, it is
important to explore other datasets, including datasets in other languages, not just Java. A recent
dataset of real-world Java bugs, GitBug-Java [73], containing 199 bugs from 2023, could be used for
this purpose, as it is after the cut-off date of the training data of various LLMs. Additionally, in-depth
analysis of the taxonomy of bugs that LLM-generated oracles can detect could be conducted, to
shed light on how to address the generation of more effective oracles. Other target datasets could
include the ManyBugs and IntroClass Benchmarks [41], containing 1,183 defects in C programs,
and the BugsInPy dataset [86], which includes 493 real-world Python bugs.

5.3 New LLM-based Approaches (C1 and C2)

There are also opportunities for developing new LLM-based approaches that can lead to improve-
ments in the test oracle automation process.

5.3.1 LLMs-as-a-Judge. Konstantinou et al. [40] explore the use of LLMs to classify unit test
assertions as either correct or incorrect, from a simple (zero-shot) prompt. Though the study shows
that LLMs are better at generating the assertions than classifying them, the use of LLMs as a judge
could be further explored, specially leveraging existing techniques (see Section 2.1) to propose
candidate oracles. For instance, one could use existing evolutionary approaches to generate the
candidate oracles [26, 51, 75] and then use the LLM to classify or rank them.

5.3.2  LLM-based Multi-agent approaches. Multi-agent systems are composed of multiple agents,
each with its own skills and responsibilities, that work together towards a common goal. Imple-
menting this kind of systems with LLM-based agents could benefit various software engineering
tasks [29], specially test oracle automation. For instance, one agent could be responsible for gener-
ating candidates oracles, while another could be responsible for evaluating the adequacy of the
candidates, or even looking for oracle deficiencies. To the best of our knowledge, there are no
studies exploring this kind of approach in the context of LLM-based oracle automation.

5.3.3  Human feedback integration. Human feedback can be useful as a way to select meaningful
oracles, specially when the inferred oracles are intended to be used to detect unknown bugs in
non-regression settings. For instance, AutoAssert [92] implements a human-in-the-loop approach
to generate assertions for test cases, where the user has the opportunity to accept, modify or delete
the assertions. This technique works by employing a dynamic analysis on input variables to produce
candidate assertions trying to match the developer’s style in the project under analysis. Given
the well-known ability of LLMs to recognize patterns in the data, they could be used to suggest
candidate assertions in a similar way, allowing the user to decide which assertions are meaningful
and which are not.

Furthermore, as LLMs have shown to be proficient in tasks like code summarization [27], another
interesting direction that could be explored is to leverage LLMs to produce an explanation of the

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article 1. Publication date: January 2025.



Test Oracle Automation in the Era of LLMs 1:17

SUT, so that this information can be exploited to generate more meaningful oracles, possibly by
the user. Proposing effective and efficient techniques that integrate human feedback in the oracle
automation process has the potential to improve the accuracy and utility of the generated oracles.

5.4 Input Data for LLMs (C3)

5.4.1  Novel prompt engineering strategies. Understanding how to design effective prompts, and
exploring other strategies for prompt engineering, can lead to high quality test oracles and is an
important research direction, specially given the increasing availability of LLMs with different
capabilities and sizes. While straightforward zero-shot and few-shot learning approaches have
been used for inferring most of the discussed oracle types, the use of more complex strategies, such
as chain-of-thought, tree-of-thought, or guided tree-of-thought prompts, has mostly been explored
for unit test assertions [57]. Exploring these strategies for deriving invariants or metamorphic
relations, could be a promising direction.

Moreover, new prompting techniques could be developed. For instance, SymPrompt [64], a
novel prompting technique designed for effective test generation, implements a multi-step process
in which the model is subsequently asked to generate tests that cover different execution paths,
leading to tests with higher coverage. Similarly, approaches like this could be explored to generate
oracles that increasingly optimize some desired criteria, such the ability of the oracles to the detect
mutants in the method under test.

5.5 New Datasets for Training and Evaluation (C4, C7 and C8)

There also opportunities for developing new datasets, that can lead enable the development of
more specialized techniques through pre-training and fine-tuning, while also minimizing the risks
of biases and data leakages.

5.5.1 Pre-training and fine-tuning. The availability of large and diverse datasets is crucial for
developing LLM-based techniques through pre-training and fine-tuning. As previously discussed,
for invariants or metamorphic relations datasets for pre-training and fine-tuning are still scarce.
Pei et al. [61] fine-tune a model using a dataset equipped with Daikon-like invariants. This study
opens a promising direction for creating other specialized large datasets, either for invariants
or metamorphic relations, that can be used for pre-training or fine-tuning LLMs. For instance,
new datasets could include invariants expressed in the Java Modeling Language (JML) [14] or
postconditions expressed as assertions. Moreover, as previous studies have shown, the use of
specific software engineering data (such as data from Stack Overflow, GitHub, and Jira Issues) is
valuable and can lead to improvements in the performance of the models [80].

5.5.2 Dataset biases. At the same time, the development of new datasets is crucial to minimize the
risks of biases. When creating new datasets is important to maximize the diversity and uniqueness
of the data [33], covering different application domains and project sizes, including popular and
widely-used projects, as well as less popular projects. While collecting such projects may be
straightforward for unit test assertions (given their availability) it can be more challenging for
other kinds of oracles, requiring a substantial effort to equip projects with the desired oracles.

5.5.3  Oracle leakage. Finally, data leakage issues, which affect LLM-based techniques in general,
poses opportunities for future research on the development of new datasets for evaluating oracle
automation approaches. Such datasets should be carefully curated to ensure that the data is not
present in the training data of the LLMs. As suggested by Sallou et al. [65], one can mitigate data
leakage issues by assessing the LLMs on metamorphic data. Following this direction, one could
assess LLM-based oracle generation techniques with metamorphic testing. For instance, if we are
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generating assertions (resp. invariants) from a given test prefix (resp. method), we could generate
new test prefixes (resp. methods) through semantic preserving transformations, and then check if
the oracles produced by the LLMs are consistent with the expected behavior. Generating evaluation
data through a process like this could provide more guarantees on the quality of the produced
oracles and lead to more reliable results, minimizing data leakage issues.

6 CONCLUSION

Thanks to the ability of LLMs to quickly generate content, either as code or as specifically formatted
text, they have an enormous potential to improve software testing tasks. In this paper, we focus
on the use of LLMs for automating the generation of test oracles. We discuss the limitations and
weaknesses of the state-of-the-art techniques for oracle automation, and how LLMs can help to
address these limitations. The accuracy of automatically generated oracles and their utility in
practice are still aspects that need to be further explored and improved, and the use of LLMs for
this task has a promising potential.

Additionally, we discuss the main challenges that arise from the use of LLMs for oracle automation,
including aspects related to the assessment of the quality and usefulness of the generated oracles,
the input data used to prompt the LLMs, results reproducibility, dataset bias, and data leakages.
Addressing these challenges is crucial to ensure the inference of reliable and effective oracles,
trough reproducible and transparent research, and to avoid oracle leakages that can lead to to the
generation of oracles that are not actually created by the model, but are rather replicated from the
training data. We provide considerations that SE researchers could take into account to address
these challenges.

Finally, we present a roadmap for future research and opportunities for advancing the field of LLM-
based oracle automation, which includes improving oracle quality assessment, addressing oracle
deficiencies, studying and advancing the bug finding capabilities of the oracles, exploring new LLM-
based approaches and new strategies for prompt engineering, and proposing new datasets to ensure
the reliability of the results. We believe that addressing all these challenges and opportunities can
lead to the development of more reliable and effective LLM-based techniques for oracle automation,
with more guarantees on the quality of the produced oracles, and with a higher bug finding
capability, ultimately contributing to more reliable software systems.
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